SENSE CONNECT REST API V20210204002

ChinoINT REST API

The API below is given for testing purposes. The API retrieves the current temperature reading from
the Smart Toilet POC (Proof-Of-Concept) server.

1.1 REST APIJWT

ChinoINT uses JWT for request auth. You will need to populate “X-Authorization”
header using “Authorize” .

http://host:port/api/auth/login

In order to get the JWT token, you need to execute the request with the following

parameters:

) http://150.109.76.105/ (http://chinoint.onthewifi.com) is ChinoINT testing cloud
server

° "chinoint.gregory@gmail.com” is username for the testing account (email)

° “password1234” is the password for testing account

The following example assumes using Postman as the tool. Please refer to
[https://www.postman.com/] for more info.

POST http://150.109.76.105/api/auth/login
raw {"username":"chinoint.gregory@gmail.com", "password":"passwordl1234"}
POST v | http:/f150.109.76.105/apifauth/login
Params Authorization Headers (9) Body @ Pre-request Script Tests Settings
none form-data w-wwwi-form-urlencoded ® raw binary GraphQL JSON

1 H"username" : "chinoint.gregory@gmail.com”, "password”: "passwordl2 34"}
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Headers Content-Type application/json
POST ¥ | http://150.109.76.105/apifauth/login
Params Authorization Headers (9) Body @ Pre-request Script Tests Settings
Ed Postman-loken <calculated wnen request Is sent>

. Content-Type (2 sextfplain

. Content-Length (= <calculated when request is sent>
Host (2 <calculated when request is sent>
User-Agent (= PostmanRuntime/7.26.8

Accept (2 *px

Accept-Encoding (2 gzip, deflate, br

Connection (3 keep-alive

Content-Type application/json

Our testing server will response as below, and the token is returned

Body Cookies Headers (8) TestResults @ Stetus: 20006  Time: 301 ms  Size: 1.24KB Save Response ¥
Pretty  Raw  Preview  Visualize  JSON ¥  =p mQ
1 f 1
2 "token": "eyJhbGciQilIUzUxMild9.

eyl zdWIi011jaGlub21ludCSncmvnb3]5QGdtYW1s LmivbSISInNIb3B1cyI6Hy IDVVNUTO1FULSVURYSI10sInVzZX] JZCI6 I Iy MzARZWQWLTZMTKEMTFLY1 11007 iLWEXYThmMmESNKWFmYy T
sImZpcnN@TMFEZSI6IkdyIWciLCI1bmFibGWkIFp@cnV1LCIpclB1YmupYyI6ImFs c2UsInR1bmFudELkIjoiNmNmNIZFATNT g3NCOXMWVILWI40DI £ZDczNmN1Y ] gyMmUz L iwiY3VzdGatZx
JIZCIEIFMWEMILZTIWL TUAN2ZTEMTFLYS1i00gy LMQ3MzZIZWI4MI I IMyIsImlzcyI6InRoak5nc2]vYXIkLmlvIiwialdF@IjoxN]EyODMINDASLCI1eHAIDE2MTIANDOAMD1S .
Qma76FqfvtI_z3epbu3DITBHUNKNCcIbisY-59UILN_kugdve_splBtmXGBDerKKPFulducHbsInWcdm6IPLiw",

3 "refreshToken": "eyJlhbGciDilIUzUxMils.
eyl zdWIi0i1jaGlub21ludCSnemynb3]5QGdtYW1s LmivbSISInNIb3B1cyI6kyISRUZSRVNIXIRPSAVOL 185 InV2ZX] JZCIEIIIyMzAGZWQWLTZAMTKEMTFLY1110D] iLWEXYThmNmESNIWFmYy T
sImlzUHVibGLIIpmYWxzZSwiaXNzIjoidGhpbmdz¥mohcmQuaki8ilCIqdGkioiInYTMOMGZmZC1FOGUY LTQYYTYEOThhMCOSZITAZMUQzNZCyOWELILCI p¥XQi0E2MT I4MzUAMDKs ImV4c CIEMT
VxMzQAMDIWOX®. VaNMd px24dbrkSLCIrso8CwI0IQCmnyZL5 s zoy 4@+ 2XUNhG-mX07v5PX8kiaBbL T7Qp0gks Z- rPkkDGHEZIKA"
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Time series data values API
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Each sensor has its own device ID and each data has its key name and time. You can fetch

list of latest values for particular entity id using GET request to the following URL

http://host:port/api/plugins/telemetry/{entity Type}/{entityld}/values/timeseries

Field Meaning Constant string

Host:port IP address or domain name of the server Yes

/api/plugins/telemetry | Get telemetry data information Yes

HentityType} Each sensor represents one “Device”. Yes

For example: IAQ sensor is one “device”,
rubbish bin sensor is another “device”

Hentityld} Each sensor has its own device ID No, depend on sensor.
The ID given below is
for testing purposes.

/values Get the sensor data. Yes

For example: IAQ sensor has temperature,
humidity, PM2.5 ....

Using “Query Params” with its keys name
to get the corresponding value

The key name of IAQ sensor temperature
value is “Temp”

/timeseries Based on time to get the value, can be a No

time slot or a period of time. (If no mention,
return the latest entry value)

® http://150.109.76.105/ is ChinoINT testing cloud server

® /{entityld}: “4ba1lbc10-5875-11ea-b882-d736ceb822e3”

® Query Params keys=Temp, to gets sensor “Temp” value

® Set X-Authorization’ to “Bearer $YOUR_JWT_TOKEN”"

GET v

Params @ Authorization @

Query Params

keys
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Headers (10) Body

http://150.109.76.105/apilplugins/telemetry/DEVICE/4ba1bc10-5875-11ea-b882-d736ceb822e3/values/timeseriesTheys=Temp

Pre-request Script Tests Serings

VALUE

Temp
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Use the token got from /api/auth/login
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GET ¥ | http:/f150.109.76.105/api/plugins/telemetry/DEVICE/Aba1bc10-5875-11ea-bBB2-d736ceb822e3/values/timeseries?keys=Temp m Save ~
Params @  Authorization ®  Headers (10) Body  PrerequestScript  Tests  Settings Cookies Code
TYPE o Heads up! These parameters hold sensitive data. To keep this data secure while working in a collaborative environment, we X
APl Key o recommend using variables. Learn mere about variables

The authorization header will be automatically
generatad when you send the request. Learn Key ¥eAuthorization
more about authorization

Value Bearer ey]hbGeiOi)lUzUxMi)9.ey)zdWIiQi)jaGlub2ludC5ncmVnb3)5QGdtYWisLmNvbSlsin
Add to Header v
Headers Content-Type application/json
GET ¥ | htp:/f150.109.76.105/api/plugins/telemetry/DEVICE/4ba 1bc10-5875-11ea-b882-d736ceb822e3/values/timeseries’keys=Temp
Params @ Authorization @ Headers (10) Body Pre-request Script Tests Settings
E4 | Postman-loken (i) <calculated when request Is sent>
Host (3) <calculated when request is sent=>
User-Agent (&) PostmanRuntime/7.26.8
Accept () *fx
Accept-Encoding () gzip, deflate, br
Connection (3) keep-alive
Content-Type application/json
Accept application/json
Content-Length <calculated when request is sent=
Value Description

Our testing server will response as below

Pretty  Raw  Preview  Visualize BSON v

1§
2 "Temp": [
3 {
4 "ts": 1612836011759,
5 "valug": "225"
& ¥
7 1
-
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Body Cockies Headers (9) Test Resuls @ Staws 2000K  Time: 160 ms

Size: 3878 Save Response
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