SENSE CONNECT Part Number: AEDGHWGWx Family

Service Manual

LoRaWan Edge Computing Gateway Family - AEDGHWGWx
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AEDGHWGW(x is a family of LoRaWAN Gateway with edge computing capability. The
family consists of both indoor and outdoor gateways. It lets you bridge LoRa wireless
network to an IP network via WiFi, Ethernet or 4G. The LoRa wireless allows users to
send data and reach extremely long ranges conforming to the LoRaWan protocol.
AEDGHWGWXx family uses semtech packet forwarder and compatible with LoRaWAN
protocol. AEDGHWGWx family has pre-configured standard LoRaWAN frequency
bands to use for different countries. User can also customized the frequency bands
to use in their own LoRa network.

1.1 Technical Features

CN470, US915, AU915, AS923, KR920, EU868, IN865

LoRaWAN Gateway

Work with LoRaWan 1.0.2 sensors

ChinolINT built-in edge computing suite to reduce LoRaWan infrastructure
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Part Number

Appearance

LoRa Module

Ta / Rx
Channel
LoRaWAN

End Node

3G/ 4G

Standard
Tx Power

Rx Sensitivity
Power Input
Output Power
Sensitivity
10/ 100M
Wifi b/g/n
USB Host

USB Power
Mini PCle

Frequency

Part Number: AEDGHWGWx Family

AEDGHWGWLOS8

AEDGHWGWLOS9

SX1301 + 2 x 1257
10xRX+1TX

Standard LoRaWAN 1.0.2

Any LoRaWAN Compatible End node

No

27dBm Max
-140dBm

[N

x

Yes

27dBm Max
-140dBm

[N

x

AEDGHWGWO0201  AEDGHWGWO0202 AEDGHWGWO0308  AEDGHWGWO0309 AEDGHWGWLPS8

\“/
g
Base on SX1276/SX1278 SX1301 + 2 x 1257 SX1308 + 2 x 1257
2x TX/RX, Full duplex 10 xRX + 1 TX
LoRaWAN 1.0.2 ABP Standard LoRaWAN 1.0.2

Private LoRa End node or LoRaWAN End
Node which work in single Frequency
and have a longer RX time

Any LoRaWAN Compatible End node

No Yes No Yes No
LoRaWan / LoRa
20dBm Max
-140dBm (Spreading factor 10, bandwidth 125KHz)
12V DC, 1A 5V 2A, or Type C USB
20dBm Max 20dBm Max 27dBm Max 27dBm Max 20dBm Max
-148dBm -148dBm -140dBm -140dBm -140dBm

2 2 2 2 1

1 1 1 1 1

1 1 1 1 1

X X X X 1

X X 1 1 X

CN470, US915, AU915, AS923, KR920, EU868,IN865

All gateways from this family come with FCC and CE certifications. Outdoor gateways all have IP65

housing.

Shown above is AEDGHWGWO0308, the most commonly used model of the family.
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Below is the highlight of its specification.

Part Number: AEDGHWGWx Family

LoRa Module SX1301 +2 x 1257

Ta / Rx Channel 10 xRX+1TX

LoRaWAN Standard LoRaWAN 1.0.2

End Node Any LoRaWAN Compatible End node

3G/ 4G No

Standard LoRaWan / LoRa

Tx Power 20dBm Max

Rx Sensitivity -140dBm (Spreading factor 10, bandwidth 125KHz)
Power Input 12v DC, 1A

Output Power 27dBm Max

Sensitivity -140dBm

10/ 100M 2

Wifi b/g/n 1

USB Host 1

Mini PCle 1

Frequency CN470, US915, AU915, AS923, KR920, EU868,IN865

1.3 ChinoINT Edge Computing Capability

AEDGHWGx family is a flexible LoRaWan gateway with edge computing capability.
Besides being a LoRaWan compatible gateway and works with almost all well-known
LoRaWan Network Servers.

(<)
\_/

y S Network Application
@ i Server Server

Figure 1. Typical LoRaWan Infrastructure with AEDGHWGWx Family.

AEDGHWGx family also has the flexibility of having embedded LoRaWan Network
Server functionality. This helps to reduce the cost of LoRaWan infrastructure.
AEDGHWGx family is able to work directly with the application server by forwarding
the collected data through the LoRaWan interface using HTTP, MQTT, etc.
AEDGHWGx family is able to work with all LoRaWan certified or compatible sensors
and devices.

CHINOTCH INTERNATIONAL LIMITED
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Application
Server

Figure 2. Reduced LoRaWan Infrastructure with AEDGHWGWx Family.

AEDGHWGx family is also an edge computing gateway such that AEDGHWGXx family
is able to perform edge computing or fog computing tasks and offload the server.
This architecture also optimizes the response time to minimal.

AEDGHWGx family offers protocol conversion functionality. This makes AEDGHWGx
family a perform tool to collect sensor data, extract, transform and load the data to
BMS (Building Management System) and other system and servers. AEDGHWGx
family is able to convert data to TCP/IP, HTTP, REST, MQTT, Modbus-IP, BACnet-IP,
and other well known protocols and standards.
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Figure 3. lllustration of AEDGHWGWx Family as Edge Computing Gateway with server
connectivity.
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1.4 10T Network Server Features

ChinoINT has been innovating and making breakthrough on IOT technologies. In
order to raise the acceptance and lower the bar for using LoRaWan technology,
ChinoINT has been spending effort to simplify the use of the technology. ChinoINT
redefined the simplified the LoRaWan infrastructure by rearchitecting the software
and included the network server and application server functionality into the
gateway, and run as one. For simple and cost-effective LoRaWan infrastructure setup,
AEDGHWGx family has built-in network server to ease the effort.

The network server is able to connect to LoRaWan 1.0.2 sensors. Extract, transform
and forward data to application or other dedicated infrastructure by using common
protocols such as MQTT, HTTP, HTTPs, RECT, TCPIP, Modbus-IP, BACnet-IP, etc.

Here is a list of features of the network server:

® Supports LoRaWan 1.0.2 sensors

® Supports class A/B/C LoRaWan sensors

® Different classes can be assigned to devices depending on the use case to
control power consumption

® MAC layer management of uplinks & downlinks, including service messages

® For downlinks, multicast groups of devices can be created to send the same
message to a group of devices, to optimize downlink network capacity

® Each device can be assigned one or more end-user application URLs for data
routing

® On selected LoRaWAN devices, the network server can apply decoders to extract
application layer data and send it to relevant application

® Network and application layer symmetric AES 128 bit encryption ensuring
optimal and integrated security

® Activation By Personalisation (ABP)

® Application payload decryption

CHINOTCH INTERNATIONAL LIMITED
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SENSE CONNECT Part Number: AEDGHWGWx Family

1.5 10T Application Server

To raise the responsiveness of the IOT system, some of the applications are better
run at edge / fog. AEDGHWGx family has built-in processing power and OS support in
building an edge / fog computing environment.

Common application includes data transformation, protocol conversion, automated
control such as HVAC, lighting control. ChinoINT is able to built these application
servers into the gateway and make it available to you with ease.

1.6 Access and Configure Gateway

AEDGHWGW0201, AEDGHWGWO0202, AEDGHWGW0308, AEDGHWGWO0309 and
AEDGHWGWLPSS8 supports a connection to obtain the web Ul.

1.6.1 WAN port
User can use WAN port via Ethernet cable and obtain an IP address via DHCP. User
can get the IP address from uplink router

1.6.2 LAN port

The LAN port is configured as DHCP router by default, user can connect the PC to
LAN port and set PC to DHCP mode, it will get IP from LAN port and be able to access
to the device. The default IP in LAN portis 10.130.1.1

1.6.3 Access web Ul

Open a browser and type in the gateway IP address
http://10.130.1.1 (Access via LAN port)
http://IP-address:8000 (Access via WAN port)

User can login from the login portal
Username: root
Password: Siemens0001
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1.7 LoRaWan Sensor Registration

AEDGHWGW0201, AEDGHWGWO0202, AEDGHWGW0308, AEDGHWGWO0309 and
AEDGHWGWLPSS is fully compatible with LoRaWan protocol. Each LoRaWan sensor
has its own device address and session key. In order to let gateway to decryption the
sensor data package, it is necessary to registry the sensor device address and session
key into a gateway database.

1.7.1 Access web Ul ABP Decryption

CrinoINT LoRav LoRaWAN~v MQTT~w

SENSE CONMECT

Decrypt ABP En_"°%? ots

ABP Decryption
Enable ABF Decryplio e 2

1.7.2 Enable ABP Decryption

c"“hfpl NT LoRav LoRaWANw MQTTw TCPw  Custom

ECONNECT

Decrypt ABP End Node Packets

[ Enable ABP Decryption ]
Add Key
1.7.3 Add ABP keys

Add sensor device address, application session key, network session key and decoder
“ASCII String”

LoRa v LoRaWAN « MQTT = TCP = Custom Network v System » LogRead¥ Home Logout

Decrypt ABP End Node Packets

Enable ABP Decryption

Add Key
Dev ADDR: [MSB.4 Bytes |
APP Session Key [MSB.16 Bytes |
Network Session Key:  [145B, 16 Bytes |
Decoder [Ascll String ~

Delete Key Dev ADDR: | ~] [DELETE

ABP Keys:

DevADDR | APP Session Key | Network Session Key | Decoder

28800001 | 2B4D6251655468576D5A713474367738 77217A25432A46204A614E6452675568 ASCII -~
23300002 4428472B4B6250655368566D59713374 24743677397A24432646294A404E6352 ASCII

28300203 21412544224720486150645367566659 6D597133743676397924422645294349 ASCII

28800804

614E645267556B58703273357638782F
46294A484E635266556A586E32723575
2442264529434040635166546A576E5A
7638792F423F4528452B4D6251655468
3273357538782F413F44284726486250

ASCII
28300006 68566059713373367639792442264529
28300007 5@645367566B59703373357638792F42
28300208 2D4AE14EG45267556B58703273357538
28500209 432646294A4R4E635266556A586E3272

ASCII
ASCII
ASCII

| |

| |

| |
743777217A25432A462D4A614E645267 | 5367566B597@3373367638792F423F45 | ASCII

| |

| |

| |

| |

| | Asciz

[
[
|
28800005 | 5A7133743677307A24432646294A404E
|
|
|
|
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Confirm the sensor is added into the table

Part Number: AEDGHWGWx Family

chNOI NT LoRav LoRaWANv MQTT~ TCP~v Custom Networkw Systemwv LogRead» Home  Logout
Decrypt ABP End Node Packets
Enable ABP Decryption
Add Key
Dev ADDR: [MSB 4 Bytes |
APP Session Key: [MSB,16 Bytes
Network Session Key:  [MSB.16 Byles
Decoder. [ASCII String v
Delete Key Dev ADDR: | v]  [DELETE
ABP Keys:
DevADDR | APP Session Key | Network Session Key | Decoder

28500801
28500002
28500003
283300004

28500806
2

2B4D6251655468576D5A713474367739
4428472B4B6250655368566D059713374
214125442A472D4B6150645367566659
FA43T7T217A25432A462D4A514E645267
5A7133743677397A24432646204A484E
68566059713373367639732442264529
SG64530756055020337335: 22542

77217A25432A462D4A614E6452675566
34743677397A24432646294A404E6352
6D597133743676397924422645234840
5367566B597@3373367638792F423F45
614EB45267556B58703273357638782F
46294A484E635266556A586E32723575
244 516654GASTEES.

ASCII
ASCII
ASCII
ASCII

ASCII
II

28500008

2D4A614E645267556B587083273357538

7638792F423F4528482B4D6251655468

432646294448 S6A586E3272

3273 B782F413F4428472B486259

ASCII
ASCII

|
[ |
[ |
[ |

28800805 |

[ |
] i
i i
[ |

|
|
|
|
| asciz
|
i
|
|

Check the sensor current upload status from its rssi and last upload packet time

ABP Keys:

Dev ADDR | APP Session Key | Network Session Key | Decoder

@1822968 | BFF2CA2C7191F895365CCFB22C3224D1 | 2541B4A7145935927393358617651B96 | Dragino_LHTES
288801FC | 556B58783273357538782F413F442847 | 482B4D6251655468576D5A7134743777 | ASCII
28880218 | GASTED5A7134743777217A254324462D0 | 2D4B6158645367566B59703373357638 | ASCII
28808882 | 7445D191BD9E2CAE77F3507390085006 | 16270119B0CBO7FFEEBE74S3DD3AFF32 | ASCII

Device status

DevADDR | rssi | last packet

258eezle 10:15:24 2-Feb-2023
25800889 10:20:38@ 2-Feb-2023

-76
-88
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Assumes no liability for any damage resulting from the use of this product.
CHINOTECH INTERNATIONAL LIMITED reserves the right to change this data sheet at
any time without notice. The information furnished by ChinoINT is believed to be
accurate and reliable. However, no responsibility is assumed by ChinoINT for its use,
not for any infringements of patents or other rights of third parties resulting from its
use.

3. Product Warranty and Customer Support

ChinoINT warrants all products free from defects in material and workmanship for a
period of one year from the date of shipping. During the warranty period, we will, at
our position, either repair or replace any product that proves to be defective. To
report any defect, please inquiry sales@chinoint.com

Unauthorized opening and improper repairs on the device may result in substantial
damage to equipment or endanger the user. The product described in this
documentation may be operated only by personnel qualified. Qualified personnel
are those who, based on their training and experience, are capable of identifying
risks and avoiding potential hazards when working with these products. Always
disconnect the power plug before you open the device.

Please have the model, serial number and a detailed problem description available
when you call. If the problem concerns a particular reading, please have all meter
readings available.

This warranty does not apply to defects resulting from unauthorized modification,
misuse. If you install or exchange system expansion and damage your device, the
warranty becomes void.

4. Disclaimer of Liability

We have reviewed the contents of this publication to ensure consistency with the
hardware and software described. Since variance cannot be precluded entirely, we
cannot guarantee full consistency. However, the information in this publication is
reviewed regularly and any necessary corrections are included in subsequent
editions.
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